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Processes Are Central to

‘ Many Domains

Medicine
Business
Manufacturing
Engineering
Law

Science




Processes Are Central to

‘ Many Domains

Medicine
Business
Manufacturing
Engineering
Law

Science

And Especially to Government
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Government Is Nothing But a

‘ Set of Processes (?)

Elections
Legislation
Enforcement
Court System
Dispute Resolution
Disaster Recovery
Data Collection
Military Activities
Budgeting




‘ Mastery of Process Is Critical

Savings in time and money

Defect avoidance
Etc.

Improvements in transparency
Among agencies and branches
To citizens

Increase In trust
And trustworthiness



Problems Processes Can

‘ Address

Workload is growing fast

Organizations are poorly coordinated
Stovepiped

Expensive automation
Often fails
Sometimes adds risk

Many errors (even fatal ones) preventable
Costs are out of control

Reinvention is needed and sought
Culture needs to be changed
Expectations are very high




Some Specific Problems

Laws are ambiguous, unclear, incorrect
How to develop, verify them
Bureaucracy needs streamlining
How to verify it is consistent with laws
Election improvement increasingly urgent
Make them fraud resistant
Assure effective use of voting machines

Need automated support for dispute resolution
Better mediation, arbitration
More effective staffing
Increase trust (through process transparency)



Common Set of Familiar

‘ Needs

Good Communication

Effective Coordination

Greater efficiency

Effective use of automation
Better Education and Training
Continuous Improvement
Reinvention thru understanding




Common Set of Familiar

‘ Needs

Good Communication
Effective Coordination
Greater efficiency

Effective use of automation
Better Education and Training
Continuous Improvement

Reinvention thru understanding
Process definition and analysis can help
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Broad Overview of Suggested

‘ Approach

Processes are Software

Engineer them the way we engineer
software

Reason about them using software
analysis approaches

Employ continuous process improvement
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What (Kind of Thing) Is

‘ "Process”

Has behavior
It does things
An object transformer/creator
A resource user

But also Is an entity
Has structure and contents
Can be described and defined
Can be analyzed and engineered
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Yields Two Complementary

‘ Sets of Issues

Macro view
What does it do/how does it behave

Micro view
How does It effect its behavior

Each benefits the other
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Process as Object

Outputs
Input Artifacts Artifacts
Effects
Resources:
Peopl :
cople Process Other Behaviors

Money

Tools Cost

Time Time

Errors
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Macro Focus
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Micro Focus

Outputs
Input Artifacts Artifacts
/ Effects
Resources:

People Process Other Behaviors
Money

Tools Cost

Time Time

Errors
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‘ Macro Research Focus

How object behaves
Input/output mapping

Effects of changing inputs on

Cost outputs, speed outputs
Quality of outputs

CMM, CMMI, ISO 9000 have this focus
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‘ Micro Research Focus

How does object work
How are inputs used, output produced
How are behaviors effected

How are resources used
How might new resources be used

New behaviors (other than currently
observed)
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‘ Bridging Micro- and Macro-

Continuous process improvement loop
Observe external behaviors (macro)
Explain how behaviors are produced (micro)
Suggest changes, predict their effects (micro)
Verify changes before they are made (micro)
Validate external effects of changes (macro)
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Processes Are Software

Consist of:
Process Requirements, the basis for
Process design, evaluation and improvement
Process Specification/Modeling/Design
Support for conceptualization, visualization

Process Code
Provides rigor and complete details
For for execution and tool integration

Process Analysis, Measurement, and Evaluation
Basis for....

Process Maintenance (Improvement)

Develop processes using a process development
process

19



Applying This Approach

Define process rigorously
Process elicitation

Define
Process in rigorous language
Properties in rigorous notation
Resources and Agents rigorously

Apply tools to get definitive results
Defect detection
Apply finite state verification

Fault tree analysis
Automatic FT generation from process definition

Simulation
Automatic generation from process definition

20



‘ Demonstrate by Case Studies

Labor-Management mediation
Election analysis
Auctions and others (as time permits)
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‘ Need a language

Precise tool for enunciating process
details
Desiderata

Precise

Detailed

Broad in scope

Clear

Diagrams and pictures won’t do
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‘ Process Definition Issues

Blending proactive and reactive control

Coordinating human and automated agents
Without favoring either

Specification of resources
Real time specification
State relfication
Pervasive dynamism

Novel transaction notions
Long, nested
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The Little-JIL Process

‘ Language

Vehicle for exploring language abstractions for

Reasoning (rigorously defined)
Automation (execution semantics)
Understandability (visual)

Supported by
Visual-JIL graphical editor
Juliette interpreter

Evaluation by application to broad domains
A third-generation process language
A “work In progress”
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Four Parts to a Little-JIL

‘ Process

Coordination diagram
Artifact space
Resource repository
Agents
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Four Parts to a Little-JIL

‘ Process

Coordination diagram
Artifact space
Resource repository

Agents

Main focus of this talk is on
Coordination diagram
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The “Step” Is the Central

‘ Little-JIL Abstraction

Interface Badge
(parameters, resources, agent)

|

Prerequisite Badge O Postrequisite Badge
I TheStepName A~

Handlers
Substep sequencing

eption type

continuation
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Auctions as an Example--

‘ of strong Interest to government

There are millions of different auctions
What are their properties?

How do they differ from each other?
Which to use when?

What collusions are each vulnerable to?
How to defend against each collusion?
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‘ Example Auction

Open Cry (English) Auction
Ascending bids
Unlimited number of bidders
Auctioneer discretion in closing auction

Some example properties of interest
No late bids accepted
All bids considered
No deadlocks, no race conditions
Highest bid always wins

29



Open Cry Auction Process

%/ OpenCrgauctionS,

%/ Close Auction M %/ Accept Bids From Bidder

MoMoreBidders
AuctionClosed

W Accept One Bid My ,&J:cep:lt Bids From Bidder
AuctiontotClosed

@ BiclWotBetter
AlctionClosed
BicrotHigher

CeadlineExpired

W o SubmitBid g W Update Best Bid/\ Accept One Bid

BidlsHigher BidlsBetter



Hierarchy, Scoping, and

‘ Abstraction in Little-JIL

Process definition Is a hierarchical
decomposition

Think of steps as procedure invocations
They define scopes
Copy and restore argument semantics

Encourages use of abstraction
Eg. process fragment reuse
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Proactive Flow Specified by Four
Seqguencing Kinds

Sequential
In order, left to right

Parallel
Any order (or parallel)

Choice
Choose from Agenda

Only one choice
allowed

. "\ .
Iteration usually thirough recursion

Alternation using iteppderidglidieesight



‘ Pre- and Post-requisites

Steps guarded by (optional) pre- and
post-requisites

Are steps themselves
Can throw exceptions

May be executed by different agents
From each other
From the main step
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Exception Handing

Steps may have one or more exception handlers

Handlers are steps themselves
With parameter flow

React to exceptions thrown in descendent steps
By Pre- or Post-requisites
Or by Agents

InterfaceFiles
Don’tCompile

/

DevelopinterfaceFiles A

B |

InterfaceFilesCompile



Four Different Continuations
on Exception Handlers

Complete Vv

Handler was a “fixup”; substep is completed

Continue

Handler cleaned up; parent step is completed
Restart !

Handler cleaned up; repeat substep (deprecated)

Rethrow %
Rethrow to parent step



‘ Artifact Flow

Primarily along parent-child edges
As procedure invocation parameters
Passed to exception handlers too

Often omitted from coordination diagrams
to reduce visual clutter

Data channels
For lateral artifact passing
And signalling
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With Artifact Flow Addled
C/ ¢ best: BidReference

—>NoMoreBidders

\L best: BidReference

Accept Bids From Bidder .
Y —> NoMoreBidders v WA

+ AuctionClosed
i/ best: BidReference

1 bid:Bid
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Accept One Bid . _
W A v/ AuctionClosed

<l BidNotHigher

T bid:Bid
€ deadline: Duration 1m

 —> BidNotBetter

&l DeadlineExpired

ibest: BidReference
i bid:Bid

O

W AuctionNotClosed Update Best Bid '
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‘ Resources

Entities needed In order to perform step

Step specifies resource needed as a type
Perhaps with attributes, qualifiers

Resource Instances bound at runtime
Exception when “resource unavailable”
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‘ Examples of Resources

Access to artifacts: shared document, locks
on databases

People: various kinds with varying skills
Tools: compilers, CASE tools

Agents: Each step has a distinctly identified
unigue resource responsible for execution
of the step (and all of its substeps)

‘ May be complex relations among them ‘
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Resource Request Example
Agent: OODDesigner;expert

tool: ClassDiagramEditor
artifact: DiagramReposLock 1

|dentifyRelationships

SpecifyRelationships RefineRelationships

Resource request is a query on the
Resource specification repository




Auction with Resources Added

agent:Auctioneer

bidder:Bidder
Auctioneer

—>NoMoreBidders

Actioneer agent

Accept Bids From Bidder .
V JA —> NoMoreBidders v WA
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‘ Agents

Collection of all entities that can perform
a step

Human or automated

Process definition is orthogonal to
assignments of agents to steps

Path to automation of process

Have freedom to execute leaf steps in
any way they want

42



Try and Step Kinds Support
! Human (agent) Flexibility
Implemen
Reuse_lmplemenﬁtustom_lmplementation

Look_for_Inheritance Look for_Parameterized_Class

Look for Objects_to Delegate to
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‘ Timing
Step has (optional) deadline
specification

Exception when deadline exceeded

Parent can proceed
Child may be unaware of this

44



Entire Auction
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Digital Government Case

‘ Studies

Dispute Resolution
Elections
Auctions and others (as time permits)
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Focus on ODR

‘ (Online Dispute Resolution)

Number of disputes growing (as the square of
numbers of parties?)

Many from online transactions

Online resolution?

Standard process is possible (?)
Centered on human activities
Or are there many, variants(?)

Rigorous definition can help (?)
Disputants help define it (avoid defects)
Technology executes it and tracks it (efficiency)
Helps train
Basis for incremental and radical improvement 47




‘ Online Dispute Resolution

Application of computer and

communications technologies to support
resolving disputes

Advantages

Reduce workload on humans

Speed process of reaching agreement

Enable new forms of dispute resolution
Shifting in time and place

48



‘ ODR Process Definition

Basis for automation support

Vehicle for communication
Eg. for training

Basis for experimentation
Control variations in approaches

Build trust in the process
And acceptance of outcome
Through process transparency

And trustworthiness in agency
As trust in Its processes grows

‘ Major benefit of process definition in E-government J




The US National Mediation

‘ Board (NMB) Case Study

NMB charged with mediating labor

disputes the transportation industries

Growing number of disputes
Shrinking resources

Where and how can technology replace
or aid face-to-face?

50



Process Elicitation

Elicitation

Perfogmers

Process




Helps to Elicit More Than Just

the Process
Properties

Documents

O

Elicitation

Resources

Perfogmers

Process




O

%/ NMB Grievance Handling /&

Withdrawn _Paernesn'tﬂgreeTnMediate

%/ Close Case A\ e

Expunge Record Expunge Record

Mediation

%/ Expunge Record 4, %/ File Report /A
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Experience Eliciting This

‘ Process

Exceptions everywhere
Mostly not documented

Some concurrency
“brainstorming” when many express opinions

Constraints very important
Especially privacy constraints

Different performers have different views
Which (if any) is the “real” process?
Different performers perform differently

Process changed as elicitation revealed defects and
suggested improvements

May not be a tangible product
Increased trust/trustworthiness is the product (?) 64




‘ The STORM Prototype

STORM: A User Interface mockup
Project impression of process-drive ODR
Gather reactions, requirements
Mold design of process

Used by NMB In
Elicitation/Evaluation
Education and Training
“Live” mediation

Being replaced by process-driven Ul
dispatcher
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‘ Further directions

Drive real ODR processes
And observe/measure

Set up a real ODR laboratory
To evaluate variations and new processes

Analyze processes for defects
Violations of privacy
Breaches that reduce trust
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Using Analysis Technigues to
‘ Improve Process Definitions

Eliciting processes takes considerable effort
Leads to better understanding
Leads to process improvements
Applying powerful analysis technigues will
help find errors and vulnerabilities
Finite-state verification
Fault tree analysis
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Finite State Verification

Documents

O

Properties Defect Detection

Elicitation

Process

Perfogmers

Problem
reports




‘ Example: Election Processes

Elections are the basis of democracy

Some recent elections have been quite
controversial
Thal election, Apr 2006
Azerbaljan election, 2005
Ukraine presidential election, 2004
US presidential elections
Ohio in 2004, Florida in 2000

Recent concern about electronic voting
machines

Just one part of the problem
69



The Election Process We

‘ Studied

A simplified election process
One voting machine every precinct
One position up for election
Two candidates (A and B)

Creation of ‘Statement of Results’
Two copies of SoR by two poll workers

State level aggregation
Validation of precinct level reporting
Creation of statewide summary

70



The Election Process In

‘ Little-JIL

71



Conduct of Election Process



Property Specification: an
Example

If two SoRs mismatch, the incorrect SoR
gets detected and corrected before getting
added to the Statewide Summary.

Transition labels in the property FSA
corresponds to events in the process

'

73



Process Steps and Property
Labels




‘ Analysis of Properties

FLAVERS analyzer evaluates all
possible traces through the process
definition

Verifies If property holds on all traces

If not, produces a counterexample trace
that shows the violation
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Walk Through an Analysis Example

Ve

D
>



Walk Through an Analysis Example

e
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‘ Finite State Verification

Actually done on a control flow graph model
of the system

Nodes in the graph annotated with the events
To represent concurrency, have to consider

all the different ways in which events can
happen in parallel

Leads to very large, complicated graphs

Creating the flow graph and the analysis are
done automatically
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Flowgraph Model of a Parallel

‘Step

Substep)«--

Completed

ParCompletec

l

I
ParPosted
ParStarted
-------------------------- Substep
Completeg
Terminated
Terminated

.~

ParTerminateq

l

79



Flowgraph Model of a Try Step

'

I
TryPosted

TryStarted

! Completed
Terminated Completeq

0

0

Terminateg c |
Sub;tﬁm omplete
Terminate;

TryTerminated TryCompleted

! !
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Flowgraph Model of a Choice Step

l

ChoicePosted

ChoiceStarted

—_

SubstepHasNotStarted. |.SubstepHasNotStarted

Substep) « - - - - - (- Sub@

Completed

Terminated
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For Efficiency

FSV works on a model of the system that over
approximates the traces through the system

If a property is found to hold, it holds on all traces
(actual and over-approximated ones)

If a property is found not to hold, must determine if the
violating trace is due to the over-approximation

Thus, report failures as an “inconclusive” result

Requires further evaluation by an analyst
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Analysis Results for an
‘ Auction Process

Property TFG Nodes TFG Edges Result Time (s)
No Late Bids Accepted 1 216 11,837 | Inconclusive - fault 6.56
No Late Bids Accepted 2 316 30,881 Conclusive 41.10
Possible Race Condition 327 35,788 |Inconclusive - fault| 143.25
No Race Condition (no lock) 189 7,710 Inconclusive - fault 15.07
No Race Condition (with lock) 269 20,910 Conclusive 17.52
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‘ Process Improvement

Determine important properties that should
hold for the process
Represent these properties formally

Analyze the process to determine if it adheres
to each property

If the results are inconclusive for a property,
examine the process carefully

If the counter example trace is not a legitimate
trace, then refine the model and repeat the

analysis
If the counter example is a true violation then
correct the process and repeat the analysis 84




Where Do Properties
‘ Come From?

Could be encoded Iin the laws or in policy
Could be “common sense”

After a problem is discovered in a real
process, then the absence of this problem
can be represented as a property

Incremental process improvement
Develop a body of properties for each
process

Re-evalute all (relevant) properties whenever the
process is changed
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How Secure/Trustworthy/Reliable
‘ Should Processes Be?

In the election example, the property verifies

resistance to some fraudulent behaviors
Catches one dishonest/unreliable poll worker
Sometimes will detect two dishonest poll workers
If they are not in collusion

For this process, this property will not detect

two colluding poll workers

Need additional properties and/or a modified
process

86



Example of an Additional
‘ Property

An SoR will never get added to the ‘Statewide
Summary’ if it is different from the
Machine_Total

Catches frauds with two colluding poll
workers

But require an expensive change in the process
The new process is then verified against both
properties

Increases resistance to frauds
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‘ Modeling Fraudulent Behavior

Use the modeling language to model
fraudulent behavior and use analysis
techniques to determine If the fraud would
be caught

Model two different poll workers that collude to
both report the same incorrect SoR

See Iif process would always catch such a fraud
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‘ Another Analysis Approach

Finite-state verification

Fault tree analysis

Helps determine where a process Is
vulnerable

Looks as how potential problems could
arise

Analyst must assess
The probability that the fault will actually occur
The cost of fixing the problem

89
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‘ Accident and Hazard

Accident
Undesired or unplanned event that results in harm to
people or damage to property

Hazard

A state of a system that, together with certain
conditions in the environment, will lead inevitably to an
accident

e.g.

Hazard: Voting machine does not report the accurate
vote count

U Condition: No paper ballots are available for a recount

Accident: Election is rigged o1



‘ Fault Tree Analysis (FTA)

A well accepted and widely practiced hazard
analysis technique

Systematically identifies and reasons about

all possible events that could lead to a given
hazard by

Developing fault trees
Analyzing fault trees

Analysis results can be used to improve the
process=> process improvement
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Elements of Fault Trees

Q Basic Event : basic initiating faults or conditions

Undeveloped Event : events that are not developed any further,
either because necessary information for deriving the fault tree
leading to these events is unavailable or because these events
are considered to have insignificant consequence

Intermediate Event : events that need to be developed

@ AND Gate: the output event occurs if all of the input events occur

OR Gate: the output event occurs if any of the input events occur
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Fault Tree

A fault tree captures all the parallel and
sequential combinations of events that could
lead to a given hazard

—>

& a

N—




‘ The Problem

Difficult to manually develop correct
fault trees for large processes

Requires deep understanding of processes
Time-consuming

Error-prone

Errors in fault trees affect the validity of
decisions made to improve processes
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‘ Our Approach

Automatically develop fault trees from
process definitions

The algorithm requires the process to be formally
defined

17 templates are defined based on Little-JIL
semantics

defines the cause-consequence relationships between
events and intermediate event

Extend existing FTA with visualization about
counter examples traces

Evaluate our approach by applying it to real-

world processes o



Template for “Artifact o from S Is

wrong”

Artifact o from S is wrong

Artifact i1 passed Artifact ij passed
to S is wrong to S is wrong

All requirec
artifacts are correct
but S produces thg
wrong o

S is a leaf step
0 is an OUT parameter of S
I, , I;are IN parameter of S

97



Automatic Fault Tree
‘ Derivation Algorithm

Define the given hazard as the TOP
event and put it on the worklist

While the worklist is not empty do
Remove an event e from the worklist
Apply the proper template according to e

For each new intermediate event e’, add e’
to the worklist

98



Creating a Fault Tree for the
Election Process: First Template

'

Reported vote is wrong

SoR for pollworkerl SoR for pollworker2

99



ixample Generated Fault Tree
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Analyze Fault Trees - Calculate
i/\inimal Cut Sets (MCSs)

Cut set - a set of basic events and/or
undeveloped events whose occurrence
ensures that the TOP event occurs

MCS - a cut set that cannot be further
reduced

MCSs can be automatically calculated
from a fault tree using Boolean algebra

101



Calculate

E3 | Blood Typeto Pick up Blood from Blood Bank is wrong |

MCSs

E1 L BloodUnitto Perform Transfusion is wro

E2 | Blood Unit from Pick up Blood from Blood Bank is wrong

E4

Input Blood
Typeis correct, but

E5| Blood Type from Contact Lab for Patient 's Blood Type is wrong EG | Blood Type from Test Patient 's Blood Type iswrong

Pick up Blood from Blood
Bank produces wrong

@

E7 Contact Lab for Patient 's Blood Type
produces wrond Blood Type

Patient

is correct, but Conta Patient .
ID to Blood Lab for Patient 's Blood IDto Blood lD'_S correct, but Test
Transfusion Process Patient 's Blood Type
Jype produces wrong ransfusion Process

Is wrong

@

Test Patient 's Blood Type E13

E9

Exceptionis produces wrong Blood Type Exceptionis
thrownby Contact
ab for Patient 's Bloog Labfor Patient 's

Type

E10Q
Input patient

produces wrong

is wrong Blood Type

Each gate corresponds to an equation



Calculate MCSs

E1 |

E2|

ES5

E7

E1 ' E12 ‘ E11

E8

E9

E6

@ i:

Each gate corresponds to an equation

E13



Calculate MCSs

E1 |

E2|

E3|

|

ES

E6

E7 ’ E8 ES

/6\

E1 ' E12 ‘ E11

@ i:

Each gate corresponds to an equation

o -

E13



Calculate MCSs

E2|

E1 |

E3|

A

ES5

1™

E6

E4

E7 ’ E8 ES

E1 E12

i@ i:

Each gate corresponds to an equation
1:E1=E2 2:E2=E3+E4 3:E3=E5+E6 4:E5=E7 E8
5:E6=E9 E13 6:E7=E11+E12 7:E9=E11+E10

E13



Calculate MCSs

E1 | I

E2| |

@ E4

ES5 ' E6

|
: |
E7 E8 ES ' E13

E1 ' E12 @ ::

Derive an equation for E1 by eliminating and substituting the
other intermediate events:

El=(E4)+(E11)+(E12 E8)+(E10 E13)




‘ Calculate MCSs (contd)

El=(E4)+(E11l)+ (E12E8) + ( E10 E13)

MCSs {E4} {E11} {E12 E8} {E10,E13}
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Analyze FTs Calculate MCSs
(contd)

E1l=(E4)+(E11)+ (E12E8) + ( E10 E13)

MCSs {E4} {E11} {E!,ES} {E10, E13}

T 71

Single points of failure ! !'|
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Analyze FTs Calculate MCSs
(contd)

E1l=(E4)+(E11)+ (E12E8) + ( E10 E13)

MCSs {E4} {E11} {E17,E8} {E10, E13}

T 71

The hazard will definitely occur if
E4 occurs or E11 occurs

109



Improve Simplified Blood
Transfusion Process

'
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On Alternative to Improve Simplified
Blood Transfusion Process

'
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On Alternative to Improve Simplified
Blood Transfusion Process

'
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E7

ES5

New Fault Tree

E1 |

E2

|
E3| |

A

| E6|

- .

— E8 E
A

E13



‘ New MCSs

No single point of failure now
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‘ New MCSs

No single point of failure now

E14 appears in every MCS

Thus further improvement could be focused on
Increasing the probability that E14 is correct
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Display How a MCS Leads to the

‘ Hazard

Display the sub-tree

Display an execution trace of the
process
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‘ Observations

The completeness and correctness of a
derived fault tree depends on the
completeness and correctness of the
process definition

Easier to construct a process definition
than a fault tree

Many fault trees are derived from a single
process definition
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Comparing Analysis Techniques

'

Finite State Verification assumes tasks are
done correctly, but detects when the order
of events can lead to problems (as
iIndicated In a property specification)

Fault Tree Analysis assumes that the
tasks/artifacts might be wrong and shows
where the process Is vulnerable to such
errors

118



‘ Future Work

Need to identify most commonly
occurring security vulnerabilities
(fraud patterns)

Properties representing prevalent
fraudulent behaviors

Properties representing resistant behavior

119



Conclusion

No process will defend against all possible
kinds of problem

Needs to be guided by cost effectiveness

Need a systematic study of process
Improvement
Our approach shows a promising direction
Rigorous definition

Rigorous analysis

Metrics to evaluate improvement
E.g., properties verified
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Observations about Process
‘ IN e-Government

Vehicle for suggesting automation
approaches

Vehicle for achieving improvements both
Incremental and
Radical

Vehicle for improving transparency
Within government
To citizens

Special opportunity to build trust
And trustworthiness
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Other Topics In e-Government

'

New research areas/domains
L aws as software

Applying lessons from the private sector

Special problems in government
And special opportunities
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