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Abstract

Automatic signature verification is a well-established and an active area of research with numerous applications such as
bank check verification, ATM access, etc. This paper proposes a novel approach to the problem of automatic off-line signature
verification and forgery detection. The proposed approach is based on fuzzy modeling that employs the Takagi—Sugeno (TS)
model. Signature verification and forgery detection are carried out using angle features extracted from box approach. Each
feature corresponds to a fuzzy set. The features are fuzzified by an exponential membership function involved in the TS
model, which is modified to include structural parameters. The structural parameters are devised to take account of possible
variations due to handwriting styles and to reflect moods. The membership functions constitute weights in the TS model. The
optimization of the output of the TS model with respect to the structural parameters yields the solution for the parameters.
We have also derived two TS models by considering a rule for each input feature in the first formulation (Multiple rules) and
by considering a single rule for all input features in the second formulation. In this work, we have found that TS model with
multiple rules is better than TS model with single rule for detecting three types of forgeries; random, skilled and unskilled
from a large database of sample signatures in addition to verifying genuine signatures. We have also devised three approaches
viz., an innovative approach and two intuitive approaches using the TS model with multiple rules for improved performance.
© 2004 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.
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1. Introduction signature helps to prove the identity of the signer, while
the act of signing a document represents the signer’s ac-

For centuries, handwritten signatures have been an in- ceptance of its terms and also codifies the documents
tegral part of consummating business transactions, con- contents as being official and complete at the time it was

tracts and agreements. The distinctiveness of a handwritten signed.
The four legal properties of a handwritten signature are

briefly stated below:
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Type Genuine Skilled forgery Unskilled forgery 2. Overview of signature verification systems

Simple W ‘}”i W Automated handwritten signature verification can be di-
vided into two classes, namely, on- and off-line. In the on-

Poabuydfogh Rerdspdongin RamWs»SL. line signgture verifip._':ltion systenfi3] the sigpature is cap- _

Cursive tured during the writing process, thus making the dynamic
information available whereas in the off-line signature ver-
Graphical W\, %’% %{‘(& ification systems, the signature is captured once the writing
process is over and thus only a static image is available. In

this context mention may be made of Ammar ef4], who
were one of the earliest researchers to extract “dynamic”
information from a static image for signature verification.

As compared to on-line signature verification systems,
off-line systems are difficult to design as many desirable
o Integrity—the signature establishes the integrity of the characteristics such as the order of strokes, the velocity and

signed document, indicating that it has not been altered other dynamic information are not available in the off-line

in any way. case. The verification process has to wholly rely on the
¢ Non-repudiatioa-the accumulated effect of the above features that can be extracted from the trace of the static

three factors promises such a high degree of purpose thatsignature image only. Although difficult to design, off-line

the signer cannot deny he or she has signed. signature verification is crucial for determining the writer

identification as most of the financial transactions in present

Handwritten signatures are of different shapes and sizes andtimes are still carried out on paper. Therefore, it becomes all
the variations in them are so immense that it is difficult the more essential to verify a signature for its authenticity.
for a human being to distinguish a genuine signature from The design of any signature verification system generally
a forged one by having a glance at the signature. Broadly requires the solution of five sub-problems: data acquisition,
speaking, signatures can be classified as simple, cursive orpre-processing, feature extraction, comparison process and
graphical based on their shape as showfrign 1 Simple performance evaluatiof].
signatures are the ones where the person just writes his or Surveys of the state of the art off-line signature verifi-
her name. Cursive signatures are the ones that are writtencation systems designed up to 1993 appear in R&fs].
in a cursive way. Lastly, the signatures can be classified as Another survey articlg¢8] has summarized the approaches
graphical when cursive signatures depict geometric patterns. used for off-line signature verification from 1993 to 2000.

Automated recognition of handwritten signatures became We present here a review of a few papers in this field, which
imperative when it was difficult to distinguish genuine sig- have not been covered in the survey articles. The empha-
natures from simulated forgeries on the basis of visual as- sis of these papers is mainly on fuzzy-based techniques for
sessment. This led to computer recognition of handwritten off-line signature verification.
signatures, which though a bit slow, is more reliable and  An off-line signature system consisting of signature
efficient. recognition and verification is proposed in RE]. In this,

In this paper, an automatic off-line signature verification the recognition phase is based on the multi-stage classifier
and forgery detection system based on fuzzy modeling is and a combination of global and local features whereas
proposed. This system uses the Takagi—Sugeno (TS) modelthe verification is done using fuzzy concepts. HMM-based
incorporated with structural parameters to take account of approach in Ref[10] derives dynamically and automati-
local variations in the characteristics of the signature. The cally the author dependent parameters to set up an optimal
system has been tested on a large database of both genuinelecision rule for off-line verification process. Here the
and forged signatures. cross validation principle is used to derive not only the best

The main contributions of this paper are: Modification of HMM models, but also an optimal acceptation/rejection
TS model[1] with structural parameters, derivation of two threshold for each author. This threshold leads to a high

Fig. 1. Example of different types of signatures.

formulations of this model, use of box features of Rei. discrimination between the authors and impostors in the
for signature verification forgery detection by devising an context of random forgeries.
innovative approach and two intuitive approaches. Signature verification is also attempted using the Pseudo-

The organization of the paper is as follows. We present Bacterial Genetic Algorithm (PBGA)L1], which introduces
an overview of both signature verification and forgery de- a new operation called bacterial operation. Its basic idea is
tection tasks in Sections 2 and 3, respectively. The proposedto try to improve parts of chromosomes. In the cases where
system involving these tasks is described in Section 4. Sec- there are weak inter-relations within the parameters encoded
tion 5 tabulates the experimental results on the database ofin one chromosome, it should be possible to perform op-
signature images. Finally, the conclusions are presented in timization in parts. As a test problem, the PBGA was ap-
Section 5. plied for the discovery of fuzzy rules. The rules are units
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themselves and they are constituted by several parametersquestioned signature and the reference are compared using

to be optimized, however, the performance of a fuzzy sys-
tem is obtained synergistically as a sum of the outputs of
several rules. The PBGA was then applied for the extraction
of personal features for signature verification.

A pseudo-outer product-based fuzzy neural network
drives the signature verification system in REf2]. This
system is primarily used for verifying skilled forgeries.
Signature verification using TS model is reported in Ref.
[1] and features for this model are drawn from the box
approach of Ref[2]. In the present work, we follow the
same features as in R¢R] but the TS model is modified
to enhance its capability for the detection of forgeries.

3. Overview of forgery detection systems

Automatic examination of questioned signatures did not
come into being until the advent of computers in the 1960s.
As computer systems became more powerful and more af-
fordable, designing an automatic forgery detection system
became an active research subject. Most of the work in
off-line forgery detection, however, has been on random or
simple forgeries and less on skilled or simulated forgeries
[21—-25] Before looking into the landmark contributions in
the area of forgery detection, we first enumerate the types
of forgeries.

3.1. Types of forgeries

The forgeries involved in handwritten signatures have
been categorized based on their characteristic feaf6tes
We have also attempted to classify the various kinds of forg-
eries into the following types:

1. Random forgery—The signer uses the name of the victim
in his own style to create a forgery known as the simple
forgery or random forgery. This forgery accounts for the
majority of the forgery cases although they are very easy
to detect even by the naked eje].

. Unskilled forgery—The signer imitates the signature in
his own style without any knowledge of the spelling and
does not have any prior experience. The imitation is pre-
ceded by observing the signature closely for a while.

. Skilled forgery—Undoubtedly the most difficult of all
forgeries is created by professional impostors or per-
sons who have experience in copying the signature. For
achieving this one could either trace or imitate the sig-
nature by hard way.

In the 1980s, Ammar et aJ4] have worked on the detec-
tion of skilled forgeries. They have calculated the statistics
of dark pixels and used them to identify changes in the
global flow of the writing. The later work of Ammdg5] is

based on reference patterns, namely the horizontal and ver-

tical positions of the signature image. The projections of the

Euclidean distance. Guo et §1.4] have presented an algo-
rithm for the detection of skilled forgeries based on a local
correspondence between a questioned signature and a model
obtained a priori. Writer-dependent properties are measured
at the sub-stroke level and a cost function is trained for each
writer.

Forged samples of a genuine signature are not readily
available as it is difficult to imitate the various styles of
sighatures by amateurs for producing the unskilled forg-
eries and by professional impostors for producing the skilled
forgeries. Keeping this point in mind and considering the
real-world scenario, we have trained our system with only
genuine signatures, i.e., none of the forgeries were used for
training the system. Most of the signature verification sys-
tems trained with both genuine and forged signatures was
subject to errors. For example, the automatic off-line signa-
ture verification of Penddfl5] has a false acceptance rate
(FAR) of 100% when trained with only genuine signatures.
This means that it could not distinguish even a single forgery
from genuine signatures when the system is not trained with
the samples of forged signatures.

4. The proposed system

The proposed system includes both signature verification
and forgery detection parts. The difference between the two
parts is that verification is based on inherent characteristics
of a signer whereas the detection is based on specification of
a limit, which exceeds the inherent variation in the genuine
signatures of a signer. Different categories of forgery arise
depending on what limit of variation we allow over the
inherent variation. The various phases of the verification and
detection are briefly discussed in the following.

4.1. Data acquisition

The signatures were handwritten on a white sheet of paper,
using a black pen. The signature images were then scanned
at a resolution of 200 dpi and resampled/resized by 50% us-
ing a B-Spline filter in IrfanView. IrfanView is a very fast,
small, compact and innovative FREEWARE graphic viewer
for Windows 9x/ME/NT/2000/XP. Some typical signatures
along with their forgeries are given iRig. 2 Some sig-
natures were also extracted from bank checks as shown in
Fig. 3. The extraction of a signature from a bank check is
in itself a very difficult tasi{16] as the check backgrounds
are complex in nature. For this reason, we have considered
bank checks with a uniform background and done a simple
histogram analysis to determine the global threshold that
separates the signature from its backgro[iw]18]

The original scanned signatures are pre-processed in-
volving size normalization, binarization and thinning be-
fore features are extracted from each of them. These fea-
tures constitute the knowledge base, which is then used for
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Fig. 2. Examples of different types of forgeries
signatures.

of some typical

verifying the genuine signatures and detecting forgeries. We
now briefly explain the various stages in the signature veri-
fication system.
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4.2. Pre-processing

Pre-processing of scanned signatures/signature images is
necessary before feature extraction. In this system, all the
signature images are first resized to a fixed window of size
(120x 60 pixels), then binarized and thinned using the mod-
ified SPTA algorithm[2]. Features are then extracted from
this pre-processed signature image.

4.3. Feature extraction

The pre-processed image is then partitioned into eight
portions using the equal horizontal density method. In this
method, the binarized image is scanned horizontally from
left to right and then from right to left and the total number of
dark pixels is obtained over the entire image. The pixels are
clustered into eight regions such that approximately equal
number of dark pixels falls in each region. This process is
illustrated in Fig.4a and explained in the following.
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Fig. 3. (a and b) Extraction of signatures from two bank checks.
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a

Fig. 4. (a) Partition using horizontal density. (b) Preprocessing and feature extraction.

Here, the total number of points (dark pixels) is 48. If right, we partition the image at column numbers 1-7 (12
we partition these pixels into 4, we get 4B= 12 pixels points), 8-11 (13 points), 12—-19 (12 points) and 20-30 (11
per partition. Since the partition is done column wise, get- points). For right to left we partition the image at column
ting exactly 12 points in each partition is quite impossible. numbers 30-19 (13 points), 18-11 (14 points), 10-7 (12
Therefore, we have taken approximately 12 points in each points) and 6—1 (9 points). We then take the average of two
partition using two-way scanning approach as described be- column numbers in each partition as giveriTable 4
low. We scan the image from left to right till we reach the Each partition is now resized to a fixed window (box of
column where the number of points in a particular partition 38 x 60 pixels) size and is thinned again. Each box is again
is 12 or more. We then repeat the same procedure while partitioned into 4 rows< 3 columns, constituting 12 boxes.
scanning the image from right to left direction. For left to In total we have 96 partitions for a single signature. Since
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the angle distribution shows more variation than the distance The output is expressed as
distribution[1] as depicted ifrig. 5we have considered only
the angles in the present work. We calculate the summation L
of the angles of all points in each box with respect to the Y= Z Wk k> )
bottom left corner of the box. The summation of angles k=1
is normalized with the number of pixels in the box. These \hereL is the number of rules.
angles constitute the feature database for a given signature. e define the performance function as
The feature extraction process is illustratedrig. 4b.
J= —Y)2 ®)

4.4. Verification using TS model with structural parameters Where,Y andY¥; denote the output of the fuzzy model and
of the real system, respectively. ¥f is not available, it can
Since the main thrust here is to establish the genuinenessbe assumed to be unity.
of the signature thereby detecting the forgeries, we go in In order to learn the parameters involved in the member-
for fuzzy modeling of angle features. For the purpose of ship function (i.e.s; andz;) and the consequent parameters
signature verification and detection of forgeries, we have cko andc1, EQ. (5) is partially differentiated with respect
employed the TS model. In this, we are following the same t0 each of these parameters. Accordingly, we have
concept as outlined in RefL9] for considering each feature o) oY o
. . Yk
as forming a fuzzy set over large samples. This is because the =— . —- =2(Y — Yr)wgx, (6)
same feature exhibits variation in different samples giving o1 0¥ O 0ck1
rise to a fuzzy set. So, our attemptis to model the uncertainty 57 57 ay oy
through a fuzzy model such as the TS model. 3 ¥ dyr dcxg 2[Y — Yrlwg = 20wy, 7
The First FormulationLet x; be thekth feature in a fuzzy
setAy, so thekth IF THEN fuzzy rule in TS model hasthe 0J 0J 0Y Ouwy
following form: sy oY dwp on

WAL — 2splxg — X[}
Rulek : IF x; is Ag {(A+ 1) + 1262}

THEN yi = ko + 1k @ = 28y {1 — 25 | — %1}/ T, ®)

=2(Y = Y1)y

Each signature will have a rule so we have as many rulesas 8/ _ 0/~ 3Y  Owy
the number of features. The fuzzy skt is represented by oy, 0Y Owr O

_the following exponential membership function (MF) that (A —sp)+ s,flxk — X1+ 2fk‘7;%}
includes two structural parameteysandry: =2(Y = Yo) Yk (At 1) 112622
kk
(L s3) + 21 — 7] = 20y iyl (L= sp) +sglee =Xk {1+ 2005}/ T2, (9)
Wi (X)) = exp— 2 > 2 . 2 5
A+ 1) + 150, wheres =Y — Yy, T = (1 + 1) +tjoy andk =1,.., L

denotes the rule number.

wherex is the meamf is the variance okth fuzzy set. We use the gradient descent learning for the parameters

Note that the inclusion of these parameters will help track @S follows:
the variations in the handwriting of signatures. Whes=1

andz, = —1, the MF is devoid of structural parameters and cpi = C/?z!d —€1 ock: i=01, (10)
hence it is solely governed by the mean and variance. The '

justification for the modified MF is two-fold: (i) Easy to new _ _old aJ

track variations over mean and variance, and (ii) no need of " kT 62@’ (11
sophisticated learning technique. The numerator and denom-

inator of exponential function in Eg. (2) contain a constant f/?ew= t/gld _ 6367], (12)
term (i.e., 1) plus a function of parameter and the known Oty

variation (i.e., either change in mean or in variance). This
choice is guided by the consideration of no role for param-
eters if the signatures of a person do not change. But this
need not be the case for other applications.

The strength of the rule in Eq. (1) is obtained as

where €1, €5, €3 are the learning coefficients such that
€1, €2 andez > 0.

4.5. Global gradient descent learning of parameters

We can go for global learning when we have large sets of
wi = p (xg). ®3) data, sayM. This is known as the batch learning scheme, in
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which change in any parameter is governed by the equation
[20]:

M

Aw(g) =) Ajw(g) + amAw(g — 1) — yw(q) (13)
j=1

and the parametric update equation is;

w(g +1) =w(g) + Aw(g) (14)

wherew in Eq. (13) may stand for any of the parameters
cki» Sk» 1 andq is theqth epoch,;, is a momentum coef-
ficient in the limits 0< oy, < 1 (typically oy, = 0.9), 7 is a
decay factor (typically in the range of 18-10-%). We can
obtain initial Aw(g) from Egs. (10) to (12) by computing
the partial derivatives ad.

We will now show that the recognition approach of Ref.
[2] is a special case of TS model. For this, assupe=1/L
andci1 =0 so thaty, = 1/L in Eq. (1). Substituting this in
Eq. (4) yields

1 L
i=1

In Eqg. (15) Y is given by the average of the membership
functions (MFs) and this average is used22j for identi-
fying the unknown character. It is now proved that the av-
erage MF is a special case of TS model. The recursive Egs.
(10)—(12) have to be iterated until the summatiorvdbr

all feature values is small enough. The initial values of the
structural parameters are obtained from:

(15)

oJ
— =0=1—25|x; —x¢| =0
Osg

=> 8=, (16)

2lx — Xk

aJ ) 1
—=0=14+210o;,=0 = f=—>5 17
o KO X 22 (17)

Note that the above initial values do not yield satisfactory
results. We have to tune these values to come up with an
efficient set of values.

The Second FormulatiorAlternatively, it is possible to
use only a single rule for all input features. The correspond-
ing TS model will have the fuzzy rule of the form

Rule: IF x1 is A1, x2 is Ao, ..

n

L, Xp IS Ay

THEN y =co+ ) cix;. (18)
i=1
The performance function now becomes
n
J={Yr — wy}2 with w = 1_[ 1 (19)

j=1
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The derivatives of] with respect tocg, ¢;, s;, t; are given
by the following equations:

oJ 1
Y. = =2{Yr — wy} 1_[ Hjs (20)
co !
j=1
oJ 1
P —2{¥r — wylx; l_[ s (21)
ci ik}
oJ {1—25i(x; —7)}
Lo oY —wy)ypy R T AU 22
aSi {Yr y}Yﬂz {(1—1—[,’)4—1"-20"-2} ( )
oJ
2 oy —
o {Yr — wy}
1—s;) + s2(x; — TN + 26102
X Y {( Si) S; (x; —x)H i0; } (23)

{(A+1) + 12022

The parameters can be found by the gradient descent tech-
nique. We will now derive the simplified version of the per-
formance function. For this, assumg= 1 andVc¢; =0 in

Eq. (18). This leads to

(24)

From Egs. (15) and (24), we observe that if we have a rule
for each input feature, the simplified performance function
is given by the average MF. On the other hand, if all in-
put features are linked by a single rule, the simplified per-
formance function corresponds to the multiplication of all
MFs. We find that Eq. (24) is more stringent than Eq. (15)
as it requires that all membership values must be nonzero.
The recognition using Eqg. (15) is bound to be better in view
of a large number of rules and parameters involved. So,
our implementation follows this recognition strategy but by
making subtle changes to suit the real world problems.

5. Results of implementation

The proposed fuzzy modeling based on TS model dis-
cussed above has been applied on a signature database, de-
veloped in the Graphics Visualization and Games Develop-
ment (GVGD) lab at the Multimedia University, Cyberjaya,
Malaysia. We will consider two cases: In the first case, we
use the simplified TS model in which the coefficients of the
THEN part (Consequent) are fixed. In the second case we
adapt the coefficients. The details of the signature database
and the experimental results are discussed in the following:

5.1. Signature database

In the field of off-line signature verification, no standard
international database is available due to the confidentiality
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Table 1 Table 3
Number of samples for each person Horizontal density approach for partition

DATABASE Scan direction Partition No

Training set Testing set TOTAL 1 2 3 4

Column no. Column no. Column no. Column no.

Genuine 40« 10 40x 5 600
Skilled forgery 40x 5 200 Left to right 7 11 19 30
Unskilled forgery 40x 5 200 Right to left 6 10 18 30
Random forgery 4 5 200 Average 66=>7 105=>11185=>19 30

of this type of data. The proposed signature verification sys-  Casel: TS model with consequent coefficients fixed.
tem was trained and tested on a database consisting of ato- In view of Eq. (15) and takingty = 1, then Eq. (5)
tal of 1200 handwritten signature images. Out of these, 600 becomes

were authentic signatures and 600 were forged ones. These 2
: . : L
signatures were obtained from 40 volunteers with each per- 1
son contributing to 15 signatures as showable 1 The J=11- 2 Z Hif - (29)
i=1

signatures were collected over a period of a few weeks to
account for variations in the signature with time. The forg-
eries of these signatures were collected over a similar time
frame. The random forgeries were obtained by supplying %—J_ in order to update the structural parametersnd;;

only the names of the individuals to the casual forgers who ; Z 1, ..., 96. Using these values, we compute the member-
did not have any access to the actual genuine signatures.qpis functions for all the features. This process is repeated
The unskllled. forggrles in turn, were obtained by providing o, 4| training samples of a person. Here, we have devised
sample genuine signatures to the forgers who were then al- 5, innovative approach for the classification of all signa-

lowed to practice for a while before imitating them to cre- 65 (i.e., test signatures and random, skilled and unskilled
ate their forgeries. Each volunteer had to provide five imi- forgeries) of a person.

tations of any one of the genuine signatures, apart from his |1, qvative approach using variation in MFn order to
or her own signatures. These samples constituted the set of,., o the extent of variation in the genuine signatures, we
unskilled forged signatures for the set of genuine signatures. yetermine the maximum and minimum membership func-
We then requisitioned the services of six expert forgers Who (jons for each feature over all signatures in the training set.
provided five forgeries of each genuine signature in the test Tq difference between these two gives the inherent varia-
set to create the skilled forged samples of all the persons. ion in the signatures of a person. We add some tolerance to
the maximum and delete the same from the minimum so as
5.2. Experimental results to increase the range of variation in the different signatures.
This tolerance is meant for possible increase in the inherent
It is a well known fact that any automatic signature ver- variation over a time.
ification system requires a very small training set of signa-  We now use the inherent variation to judge the test sig-
tures. For this reason, we have set the number of training natures. We will also explain its utility in the testing phase.
signatures for each individual at ten. The angle features for For a particular feature, if the membership value lies within
our study are shown ifiable 2 The partition of features is  the range of variation which is given by the difference of
shown inTable 3 minimum and maximum thresholds, it is counted as ‘true’.

With the above performance index, we compgge and

Table 2
Angle features of one of the signatures used for training

Cluster Partition
1 2 3 4 5 6 7 8 9 10 11 12

1 21.1 46.8 38.1 23.9 41.6 40.1 0 0 0 0 0 0

2 0 0 0 44.8 54.8 41.7 24.7 54.5 76.1 0 0 0

3 0 0 40.1 46.9 39.8 0 72.4 60.2 21.0 46.1 56.4 0
4 0 0 30.5 20.5 3.7 49.4 70.2 81.9 58.0 57.5 54.2 0
5 0 0 35.6 12.7 21.3 90 0 0 61.6 63.3 63.3 0

6 0 0 54.7 13.6 26.9 45.6 50.6 79.9 60.9 63.3 60.5 0
7 0 0 36.1 30.1 39.4 33.9 73.4 0 59.6 61.3 59.6 57.4
8 0 0 52.1 90 0 47.1 56.6 30.7 57.4 59.1 63.3 0
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Membership Graph of Signatures
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Fig. 6. Membership graph of signatures: (a) Classified as Genuine signature as it is above 91% (refer to Test signature no8&.in Fig.
(b) Classified as Skilled forgery as it is below 91% (refer to Skill-forged signature no. 5 ir8&jg(c) Classified as Unskilled forgery as
it is below 91% (refer to Unskill-forged signature no. 1 in F&g).

The total number of ‘true’ cases for a particular signature ing figures of 88.5% (Figéb) and 82.3% (Fig6c), respec-

is divided by the total number of features (i.e., 96) to get tively. We set the minimum limit or acceptable percentage
the percentage. For example, in F@a, the test signature  for genuine signature at 91% referring to the output re-
has 99% of its features lying well within the threshold as sult of signature of a signer, one of the authors nicknamed
can be seen from the membership function (i.e., 95 out madasu Signatures that have percentage less than 91% are
of 96 features are within the range of inherent variation). treated as forged signaturéRable 4gives the initial val-

The skill- and unskill-forged signatures have correspond- ues of learning and structure paramet&able B summa-
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Table 6
Results using TS model

Table 4

Initial values of the structural and learning parameters

Parameter Simplified TS model TS model
Initial values Initial values

s 0.1 1

t 14 2

co 1/96 1/96

c1 0 0

&1 — 0.00000001

&2 0.01 0.01

€3 0.01 0.01

Precision 0.01 0.01

Table 5

Results using TS model

Total Accepted Rejected

(a) Consequent coefficients fix¢ebrmulation 1)

Genuine 200 200 (100%) 0 (0%)

Skilled forgery 200 0 (0%) 200 (100%)
Unskilled forgery 200 0 (0%) 200 (100%)
Random forgery 200 0 (0%) 200 (100%)

(b) Consequent coefficients fix€Average J(Formulation 1)
Genuine 200 184 (92%) 16 (8%)

Skilled forgery 200 44 (22%) 156 (78%)

Unskilled forgery 200 8 (4%) 192 (96%)

Random forgery 200 0 (0%) 200 (100%)

(c) Consequent coefficients fix€dMax. J (Formulation 1)
Genuine 200 200 (100%) O (0%)

Total  Accepted Rejected

(a) Coefficients adapte& Average J(Formulation1)

Genuine 200 172 (86.0%) 28 (14%)

Skilled forgery 200 47 (23.5%) 153 (76.5%)
Unskilled forgery 200 8 (4%) 192 (96.0%)
Random forgery 200 0 (0%) 200 (100%)

(b) Coefficients adapte& Max. J(Formulation 1)

Genuine 200 200 (100.0%) 0 (0%)
Skilled forgery 200 44 (22%) 156 (78%)
Unskilled forgery 200 6 (3%) 194 (97.0%)
Random forgery 200 0 (0%) 200 (100%)

values ofJ for the detection of forgerieslables §a) and
(b) show results using these two thresholds.

The features, structural parameters for two typical signa-
tures, i.e.madasuandvamsj are given inTables 7and 8,
respectively. Fig7 shows the sample output of the program.

For the second formulation involving a single TS rule,
the results with consequents fixed are showmahle 9and
results with coefficients adapted are showTable 10 As
compared to the results of the first formulation, these results
are not promising for the reasons cited above. Here, we have
not made use of the average and maximum valuek of

All the experiments have been carried on a Pentium lll,
1.1 GHz Celeron processor having 256 MB SDRAM with
Windows XP operating system. With this configuration, the
system takes about 19s to train 10 signature images while

Skilled forgery 200 42 (21%) 158 (79%)
Unskilled forgery 200 6 (3%) 194 (97%)
Random forgery 200 0 (0%) 200 (100%)

it takes about 2s to test one signature. Surprisingly, only
a single iteration is required to achieve the convergence as
the learning parameters and initial structure parameters have
been selected optimally.

rizes the results of forgery detection using this innovative 5.3. Results of a typical case
approach.

Intuitive approaches using the average and makigxt, To test the efficacy of the proposed signature verification
we have used the performance index (5) and its derivatives system, we subjected it to a typical test. The current signa-
to adapt the structural parameters during the training phase.tures of a signer, i.emadasywho had changed his signa-
These are used to determine the extent of inherent variation ture a few years ago, have been used to train the parameters
in terms ofJ in the training phase. We have tried two in- and thresholds for testing the old signatures. As the old sig-
tuitive approaches. In the first case we have taken averagenatures have a slight change at their ends, the verification
J and in the second case we have taken maxinjuboth system declared the old signatures as forged. The sample
serving as thresholds. The samples in the testing phase areoutputs for the typical case are shown in Rg.This test
judged by comparing thei¥ values against the thresholds. demonstrates the capability of the system in detecting even
Tables §b) and (c) provide the results of forgery detection. the minutest changes in the signature samples.

Comparing these results with those Teble Ja), we find
that the innovative approach yields the best performance.

Case2: TS model with adaptive consequent coefficients 6. Conclusions

Next, we have used the performance index (5) and its
derivatives to adapt the both consequent coefficients and An off-line signature verification and forgery detection
the structural parameters during the training phase. As men- system is modeled by TS model, which involves struc-
tioned above, we have used both the average and maximumtural parameters in its exponential membership function. The



Table 7

Cluster Partition

Zse

1 2 3 4 5 6 7 8 9 10 11 12
(a) Features of a trained signaturgMadasy
1 21.1 46.8 38.1 23.9 41.6 40.1 0 0 0 0 0 0
2 0 0 0 44.8 54.8 41.7 24.7 54.5 76.1 0 0 0 <
3 0 0 40.1 46.9 39.8 0 72.4 60.2 21.0 46.1 56.4 0 g
4 0 0 30.5 20.5 3.7 49.4 70.2 81.9 58.0 57.5 54.2 0 g
5 0 0 35.6 12.7 21.3 90 0 0 61.6 63.3 63.3 0 2
6 0 0 54.7 13.6 26.9 45.6 50.6 79.9 60.9 63.3 60.5 0 %
7 0 0 36.1 30.1 39.4 33.9 73.4 0 59.6 61.3 59.6 57.4 ®
8 0 0 52.1 90 0 47.1 56.6 30.7 57.4 59.1 63.3 0 ;_;
T
(b) Parameter Madasl) 2
1 0.100523 0.100618 0.100621 0.100581 0.100226 0.100256 0.100698 0.10075 0.10076 0.09998 0.09998 0.69998
2 0.100412 0.10046 0.100436 0.10023 0.100368 0.100492 0.100734 0.100624 0.100479 0.09998 0.09998 0.190392
3 0.09998 0.100263 0.10047 0.100406 0.100626 0.100601 0.10074 0.100735 0.100683 0.100607 0.100696 O.g()0721
4 0.100365 0.09998 0.09998 0.100569 0.100606 0.100577 0.100444 0.100705 0.100749 0.100417 0.100089 0400256
5 0.09998 0.09998 0.09998 0.100607 0.100532 0.100555 0.1007 0.100719 0.100721 0.100423 0.10069 0.@0703
6 0.09998 0.09998 0.09998 0.10063 0.100585 0.100408 0.100603 0.100619 0.100588 0.10068 0.100156 0.1:90155
7 0.09998 0.09998 0.100517 0.100134 0.100374 0.100572 0.100638 0.100705 0.100681 0.100157 0.100641 0.290699
8 0.100473 0.100544 0.09998 0.100307 0.100693 0.100689 0.100683 0.100505 0.100149 0.100703 0.100735 0@0764
3
(c) Parameter T(Madas :'é’
1 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.39953 1.39908 1.39911
2 1.38695 1.399945 1.391186 1.4 1.4 1.4 1.4 1.4 1.4 1.39934 1.39932 1.399%9
3 1.38929 1.399922 1.399964 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
4 1.39922 1.39908 1.39972 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
5 1.39461 1.39921 1.39989 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
6 1.39558 1.39567 1.39945 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
7 1.39115 1.39229 1.39939 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
8 1.4 1.399631 1.39906 1.4 1.4 1.399985 1.4 1.4 1.4 1.4 1.4 1.4




Table 8

Cluster Partition

1 2 3 4 5 6 7 8 9 10 11 12
(a) Features of trained signatur@/ams)
1 0 0 0 14.965 0 38.722 43.532 40.98 0 0 53.395 59.758
2 0.003 4.217 0 70.753 41.751 90 29.9 26.763 36.933 61.228 67.941 51.955<
3 0 0 0 50.431 0 0 0 30.674 49.371 37.092 44.078 47.229 g
4 0 0 0 11.412 0 13.514 68.505 62.43 38.13 57.084 67.561 67.379 g
5 0 0 13.676 43.929 26.237 55.107 27.633 40.245 34.333 63.712 30.749 35.793%
6 0 0 0 51.225 59.57 51.501 44.163 53.358 61.855 55.174 0 0 %
7 6.173 32.505 8.906 51.428 6.552 35.435 66.243 69.402 87.94 0 0 0 ®
8 29.745 35.961 0 55.425 62.666 65.889 0 0 0 0 0 0 ;_;
T
(b) Parameter SVams) 2
1 0.099999 0.100239 0.100479 0.100443 0.100428 0.100467 0.100485 0.100334 0.100501 0.09998 0.100482 0.£00466
2 0.100376 0.100436 0.100472 0.100432 0.100478 0.100518 0.100377 0.100133 0.100312 0.100487 0.100507 0.10052
3 0.100444 0.09998 0.09998 0.100481 0.100468 0.100491 0.10042 0.100426 0.100298 0.100511 0.100413 0.@0347
4 0.09998 0.09998 0.09998 0.100192 0.100478 0.10048 0.100185 0.10025 0.100413 0.10023 0.100155 0.£90417
5 0.09998 0.100286 0.100383 0.100369 0.100325 0.100384 0.100395 0.100338 0.100394 0.100471 0.100348 0%’00507
6 0.100506 0.100493 0.100455 0.100332 0.100252 0.100115 0.100387 0.100308 0.10024 0.100497 0.100522 0.300502
7 0.100292 0.100429 0.100285 0.100303 0.10042 0.100364 0.100221 0.100421 0.100448 0.100482 0.100524 0.90052
8 0.100458 0.100449 0.09999 0.100289 0.100334 0.100342 0.100526 0.100514 0.09998 0.09998 0.09998 0.@998
3
(c) Parameter T(Vams) :'é’
1 1.39688 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.39929 1.4 1.4 |
2 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 §
3 1.4 1.39929 1.39972 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
4 1.39922 1.39951 1.39965 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
5 1.39952 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
6 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
7 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4
8 1.4 1.4 1.39927 1.4 1.4 1.4 1.4 1.4 1.39999 1.39976 1.39338 1.39727

€G¢
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Results for: vamsi Results for: izham

Test : 93.8% -> 7 Test 94 .8% —> 7/
Test 96.9% —> / Test 97 .9% —» 7
Test © 94 .B% —-» Test 97 .9% - /
Test © 93.8% -» 7 Test 99% -> 7
Test 0 93.8%4 =» 7 Test 99% —> 7
Skill-forged : B89.6% > X Skill-forged 0 71.9% —> X
Skill-forged : 90.6% —> X Skill-forged :93.8% - X
Skill-forged . 88.5% —» X Skill-forged : 87.5% —»> X
Skill-forged D091.7% —>» X Skill-forged : 87.5% — X
Skill-forged 0091.7% —» X Skill-forged : 88.5% — X
Unskill-forged : 92.7% -> X Unskill-forged : 76% —> X
Unskill-forged : 89.6% —-> X Unskill-forged : 83.3% -» X
Unskill-forged : S1.7% —-» X Unskill-forged : 74% -> X
Unskill-forged : 91.7% —> X Unskill-forged : 84.4% —> X
Unskill-forged : 89.6% -> X Unskill-forged : 78.1% —-> X

Acceptif % > " Acceptif % > "
Tolerance:  +/- Iﬂﬂm Tolerance:  +/- IU.CIm

(a) (b)

Results for: weewee Results for: mionfai

Test o 100% -> 7 Test :99% = s
Test . B9.6% —> Test : 95.8% —» ~
Test . 88.5% —» Test . 95.8% - ~
Test ; 88.5% - Test ©96.9% =
Test 0 90.6% =>» Test © 93.84 -» 7/
Skill-forged - 76% > K Skill-forged . 90.6% —> X
Skill-forged : 87.5% —» X Skill-forged 86 .5% —» X
Skill-forged . B82.3% —» X Skill-forged 83.3% — X
Skill-forged : 83.34 —> X Skill-forged 86.5% —> X
Skill-forged : 86.5% —» X Skill-forged : B85.4% —» X
Unskill-forged : 82.3% -> X Unskill-forged : 92.7% -» X
Unskill-forged : 83.3% -» X Unskill-forged : 87.5% —> X
Unskill-forged : 71.9% -»> X Unskill-forged : 92.7% —> X
Unskill-forged : 82.3% -> X Unskill-forged : 89.6% -> X
Unskill-forged 83.3% —» X Unskill-forged : 89.6% —-> X

Acceptif % » “ Accept if % > "
Tolerance: +/- ]uum Tolerance: +/- IU.CIEH

(c)

(d)

Fig. 7. Sample outputs from the program for the signer; (a) Vamsi. (b) 1zham. (c) Weewee. (d) Mionfai.

Table 9 Table 10
Results using TS model with consequent coefficients fixed (For- Results using TS model with adapted consequent coefficients (For-
mulation 2) mulation 2)

Total Accepted Rejected Total Accepted Rejected
Genuine 200 125 (62.5%) 75 (37.5%) Genuine 200 107 (53.5%) 93 (46.5%)
Skilled forgery 200 68 (34%) 132 (66%) Skilled forgery 200 84 (42%) 116 (58%)
Unskilled forgery 200 51 (25.5%) 149 (74.5%) Unskilled forgery 200 68 (34%) 132 (66%)
Random forgery 200 50 (25%) 150 (75%) Random forgery 200 45 (22.5%) 155 (77.5%)

features consisting of angles are extracted using box ap- lation (Multiple rules), each rule is constituted by a single
proach. Each feature yields a fuzzy set when its values are feature. In the second formulation, we consider only a sin-
gathered from all samples because of the variations in hand- gle rule encompassing all the features. Here again, we have
written signatures. Two cases are considered. In the first considered two cases depending on whether coefficients of

case, the coefficients of the consequent part of the rule are the consequent part are fixed or adapted.
fixed so as to yield a simple form of TS model and in the

The efficacy of this system has been tested on a
second case the coefficients are adapted. In this first formu- large database of signatures using two formulations. The
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Results for: madasu Results for: madasu
Test 2 97.9% - v Test : 90.6% -» X
Test 0 92.7% = v Test : 87.5% -» X
Test D 99% > Test : 89.6% —> X
Test :91.7% => 7 Test : B0.2% —> X
Test : 95.8% —» v/ Test . 88.5% —» X
Skill-forged » 79.2% —>» X Skill-forged 0 79.2% —> X
Skill-forged : 80.2% —» X Skill-forged ;0 80.2% —» X
Skill-forged . B2.3% —» X Skill-forged : 82.3% - X
Skill-forged : 86.5% —» X Skill-forged : 86.5% -» X
Skill-forged . B88.5% —» X Skill-forged : 88.5% —-» X
Unskill-forged : 82 .3% —-» X Unskill-forged : 82.3% —» X
Unskill-forged : 84 4% -> X Unskill-forged : 84.4% -> X
Unskill-forged : 87 .5% —> X Unskill-forged : 87.5% -> X
Unskill-forged : 85.4% -> X Unskill-forged : 85.4% —-> X
Unskill-forged : 89.6% -> X Unskill-forged 89.6% —» X

Acceptif % » || ccept if % > "

Tolerance:  +/- |EI.UU Tolerance:  +/- IU-UU1

a) (b)

Fig. 8. Sample outputs from the program for the typical case showing that the old signatures are treated as: (a) Current signature of the
signer and (b) Old signature of the same signer.

verification system using the first formulation is able to  [4] M. Ammar, Y. Yoshida, T. Fukumura, A new effective approach

detect all types of forgeries: random, unskilled and skilled for off-line verification of signatures by using pressure
with utmost precision. In this formulation, the TS model features, in: Proceedings of the International Conference on
with fixed consequent coefficients is found to be better than Pattern Recognition, 1986, pp. 566-569.

that with consequent coefficients adapted. We have also 5} T}' Plamon?IoI?, F. Lf;la%rci:\gu;oTatig sFLgnatureRverificatj:)q;
demonstrated the effectiveness of an innovative approach the state of the art g »Int. J. Pattern Recogn. Artit
using variation in the membership function and of two intu- Intell. 8 (3) (1994) 643-660.

. . . ) . [6] R. Plamondon, G. Lorette, Automatic signature verification
itive approaches for signature verification by incorporating and writer identification: the state of the art, Pattern
the average and maximum values of performance iddax Recognition 22 (2) (1989) 107-131.

the decision making. The results using the second formula- [7] R. Sabourin, R. Plamondon, G. Lorette, Off-line identification

tion with both fixed and adapted consequent coefficients are with handwritten signature images: survey and perspectives,

not promising, so we did not try the average and maximum Structured Image Analysis, Springer, New York, 1992,
values ofJ. pp. 219-234.

The choice of initial parameters is important but not cru-  [8] R. Plamondon, S.N. Srihari, On-line and off-line handwriting
cial. But, we need to make a proper choice only once and recognition: a comprehensive survey, |IEEE Trans. Pattern

it is applicable to all types of signatures. We have not used Anal. Mach. Intell. 22 (1) (2000) 63-84.

. : . o . 9] M.A. Ismail, Samia Gad, Off-line Arabic signature recognition
lobal learning techniques for want of simplicity at the im- [ T "
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1727-1740.
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