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Abstract. The existing Web service management solutions are almost exclu-
sively focused on optimization of technical QoS metrics (e.g., availability). 
However, financial (e.g., profit) and other business value metrics (e.g., cus-
tomer satisfaction) are more important than technical QoS metrics. We discuss 
the challenges of business value modeling and maximization in autonomic (e.g., 
self-healing) Web service management systems. In particular, we point out the 
need to model business strategies (e.g., maximizing customer satisfaction) and 
diverse types of business values (not only financial ones). To illustrate how 
some of these challenges can be addressed, we present the modeling of diverse 
business values and business strategies in our language WS-Policy4MASC and 
the corresponding algorithms for business value maximization in our middle-
ware MASC (Manageable and Adaptable Service Compositions).  
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1   Introduction 

Management of IT (information technology) systems, including Web service systems, 
is the process of their monitoring and control to ensure correct operation and achieve 
maximal benefits. Management activities include: discovering and fixing problems 
(e.g., faults, performance problems), maximizing quality of service (QoS), accommo-
dating change, accounting of consumed resources, billing of consumers, and many 
others. QoS is a broad concept that encompasses various extra-functional properties 
(e.g., performance, availability) that describe how well a system performs its func-
tions. For example, performance is often expressed in QoS metrics, such as average 
response time (and/or throughput) in the last 24 hours. Monitoring of Web service 
systems includes measurement or calculation of QoS metrics, evaluation of require-
ments and guarantees to discover problems (if any), calculation of prices/penalties to 
be paid, and accounting. Control to meet guarantees and adapt to changes includes re-
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configuration of an individual Web service, re-negotiation of contracts between Web 
services, and re-composition of Web services. In the vision of autonomic computing, 
IT systems manage themselves using configurable policies, with minimal human in-
tervention. For example, such self-management to fix problems is referred to as self-
healing. A policy formally specifies a collection of high-level, implementation-
independent, operation and management goals and/or rules in a human-readable form.  

An important question for operation of autonomic systems is: When an autonomic 
(e.g., self-healing) system is confronted with a situation in which several groups of 
control actions can be taken, how does it decide the course of action? The answer to 
this question influences not only control activities, but also monitoring activities (be-
cause different decision making strategies require different information), as well as 
modeling of policies that guide management activities. We argue that such decision 
making should be driven by maximization of business value. The focus of this paper 
is a discussion of challenges to achieve such decision making. We also summarize our 
own research to illustrate how some of these challenges can be addressed.  

Business value is a broad concept that refers to any measure of worth of a business 
entity [1]. It includes financial aspects, such as prices, monetary penalties, earned in-
come, costs, profit, and return on investment (ROI). However, it also includes other 
aspects important for business operations, such as number of customers, market share, 
and customer satisfaction. Since it describes how well a (business) system performs 
its functions, it can be viewed as a special case of QoS (in the broad sense), although 
QoS traditionally refers to technical QoS metrics (e.g., response time, availability). 
Instead of the term ‘business value’ some authors use the terms ‘key performance in-
dicators (KPIs)’, ‘business performance metrics’, ‘business QoS’, or ‘quality of busi-
ness (QoBiz)’. There are substantial similarities between these concepts, so they can 
be considered nearly synonymous (discussion of their subtle differences is outside the 
scope of this paper). Since the primary goal of every business is to produce business 
value for its stakeholders (notably owners, shareholders), we find the term ‘business 
value’ the most appropriate. It is already widely used in the business community.  

The past Web service management solutions were mostly focused on functional 
correctness and optimization of technical QoS metrics. However, business value met-
rics are more important to users than technical QoS metrics. For example, a business 
user is usually not very interested in the fact that availability dropped from 99% to 
95%, but wants to know how much this change costs her/his business. Unfortunately, 
the past practice has shown that mapping between technical and business models and 
metrics is difficult [2]. For example, higher availability need not lead to increases in 
business profits. The goal of business-driven IT management (BDIM) [2, 3] is to de-
termine such mappings and leverage them to make run-time IT system management 
decisions that maximize business value. For example, it tries to quantify impact on 
business profits of increased/decreased availability. Business-driven autonomic com-
puting was identified in [2] (pp. 23-24) as an area of open research challenges.  

Some of the past Web service management solutions (cf. [4]) provided a simple 
treatment of financial business values (e.g., prices), but without considering other 
business values (e.g., customer satisfaction, market share). While financial business 
values are important for all companies, they are not the only measures of business 
worth. Human managers use many business strategies that differ (among many other 
aspects) in how they prioritize business values in different time frames (e.g., long-



term vs. short-term). Business strategies are a major differentiator of companies in a 
market, so many diverse business strategies will exist in the Web service market.  

The following example motivates our research and illustrates the importance of the 
relationship between a business strategy, business values, and Web service control 
(self-healing) actions. There are 2 companies that use the same Web service composi-
tion, but one has business strategy “exceptional customer satisfaction”, while the 
other has the strategy of maximizing short-term profit from contracts. Suddenly, a 
performance problem (QoS reduction) with one Web service in the composition oc-
curs, so the overall customer satisfaction suffers. There is a replacement Web service, 
but it is very expensive and leads to high financial loses in the short term, although it 
keeps customer satisfaction very high. If only financial business values are modeled 
and processed, an autonomic Web service management system will choose the option 
of “doing nothing”, under which customer satisfaction suffers, but short term loses are 
not big. While this is appropriate for the second company, it is not appropriate for the 
first one. For the first company, it is appropriate to choose the expensive temporary 
replacement and experience “short term pain” (the financial loses) for “long term 
gain” (reputation about the “exceptional customer satisfaction”).  

This paper is organized in the following way. This section introduced the area of 
our work. In the following section, we point out the main achievements in the past re-
lated work. In Section 3, we discuss several additional challenges in business value 
modeling and maximization that motivate our research and influence our solutions. 
Then, in Section 4, we overview our own solutions for business value modeling and 
maximization, built into our language WS-Policy4MASC and middleware MASC 
(Manageable and Adaptable Service Compositions). In the final section, we summa-
rize conclusions and outline items for future work.  

2   Related Work 

A prerequisite for performing IT system management activities is existence of a ma-
chine processable and precise format for specification of the monitored requirements, 
guarantees, capabilities, and control actions. In the last several years, a number of 
languages were published to address some aspects of this need for Web service QoS 
management. For example, [4] provided a systematic analysis of the Web Service 
Level Agreement (WSLA), the Web Service Offerings Language (WSOL), the Web 
Services Agreement Specification (WS-Agreement), the Web Services Policy 
Framework (WS-Policy), DAML-QoS, and several other languages. In the meantime, 
many other languages appeared. Many of these languages provide detailed models of 
QoS for Web services (notable exceptions are WS-Agreement and WS-Policy, but 
they allow development of QoS extensions). Some of them support describing control 
actions (this support is stronger for control of business processes implemented with 
Web services than for control of individual Web services). Most of the languages en-
able simple specification of various prices (e.g., subscription, pay-per-use) and some 
also allow for monetary penalties for not meeting guarantees. These are financial 
business values. It is implicitly assumed that the business strategy is to maximize 
profit, calculated as a sum of prices and penalties. However, these languages did not 



provide support for detailed specification of business values (particularly non-
financial ones) and business strategies that maximize them.  

Many of the above-mentioned languages are accompanied by Web service man-
agement infrastructures. There are also additional research projects and industrial 
products offering such management frameworks. The overview in [4] concluded that 
QoS of Web services was well-researched, but that (in spite of some support) further 
work on control actions (including self-healing actions) was needed. In the meantime, 
frameworks with improved support for control actions, including elements of self-
healing, appeared. Examples are Dynamo [5] and JOpera [6]. Another recent stream 
of research studies how to diagnose which services caused problems in a complex 
composition. However, much remains to be researched and achieved in the area of 
autonomic service-oriented computing, particularly on self-healing. One of the main 
under-explored challenges is support for business value driven self-healing. Some 
Web service management systems (particularly commercial ones) contain account-
ing/billing subsystems for monitoring of financial business values. They use contrac-
tual financial obligations (specified in policies or service level agreements – SLAs) to 
calculate monetary amounts to be paid. While such subsystems are certainly useful, 
significant additional work is needed on monitoring of non-financial business values 
and, particularly, on business-driven decision making for control actions.  

Business value is much more than prices and penalties modeled in the current Web 
service QoS models. It has been shown in business literature [7] that modeling of non-
financial business values (in addition to financial ones) is very beneficial for long-
term strategic management of companies. The balanced scorecard (BSC) [7] is a well-
known approach that goes beyond financial metrics to represent well-being of a com-
pany. It contains multiple company-specific business values organized along 4 stan-
dard perspectives: financial, customer, internal business processes, and learning & 
growth. Unfortunately, it is aimed at humans and is not completely suitable for direct 
use in autonomic IT system management software (e.g., due to unclear mapping from 
high-level business management to run-time IT system management activities). Al-
though the concept of a balanced scorecard is not directly reusable in this context, it 
influenced several business-driven IT management works (including our own).  

The Management by Business Objectives (MBO) [8] is an application of the bal-
anced scorecard ideas for business-driven IT management. Its information model con-
tains objectives, key performance indicators (KPIs), and perspectives. Importance 
weights are assigned to objectives and perspectives. Aline is the corresponding engine 
that calculates alignment between different actions and objectives, defined as likeli-
hood of meeting the objectives. While we praise MBO achievements, we note that in 
practice it can be difficult to determine weights that are precise enough. Furthermore, 
this work did not provide detailed modeling of business values (KPIs).  

This paper is related to our previous publications on the WS-Policy4MASC lan-
guage [1], the MASC middleware [9], and UML (Unified Modeling Language) pro-
files for WS-Policy4MASC. It complements these past papers (particularly [1]) by 
putting the focus on challenges in business value modeling and maximization, while 
the WS-Policy4MASC language implementation is only an illustration of possible so-
lutions. In addition, some of the presented modeling solutions (e.g., specification of 
probability of events) and the algorithm for selection of the option with highest busi-
ness value were not published previously.  



3   Some Challenges in Business Value Modeling and Maximization 

In this section, we discuss several challenges in business value modeling and maximi-
zation that motivate our research and influence our solutions. (There are also other 
challenges, but we had to make a selection due to the limited space in this paper.) 
While the challenges related to modeling of business strategies maximizing business 
values are the main motivation for our research, we start by discussing modeling of 
business values in order to facilitate understandability of the discussion.  

I. Modeling of diverse business values – both financial and non-financial. To 
maximize a business value (e.g., customer satisfaction), it has to be formally modeled. 
There are many different business values and their characteristics require different 
considerations, discussed next. It should be possible to specify more than one busi-
ness value (e.g., with different characteristics or different probabilities of occurrence) 
for one situation (e.g., replacement of a Web service). It is also necessary to specify 
for which party (e.g., provider Web service, consumer) business value is calculated, 
since different parties will likely get different business values from the same situation.  

I.1. Explicit description of characteristics of business values. Just specifying names 
of business values is not sufficient for autonomic run-time processing. Description of 
business value characteristics is needed to decide which business values to maximize. 
Examples of such characteristics are: whether a business value is financial or not, 
whether it is contractually agreed upon to or it is a prediction of future events, and 
whether it is a benefit or cost. One approach is to build into a modeling (specification) 
language several business value types with implicitly stated characteristics (e.g., profit 
is financial, customer satisfaction is non-financial). This is not flexible and scalable as 
the number of business values increases. A much better approach is developing on-
tologies of business values (and business strategies), describing in detail various char-
acteristics in an explicit machine processable format, such as a Semantic Web lan-
guage. A drawback of using ontologies is that, depending on the level of formality 
and precision, their overhead can be high. Instead of full, formal ontologies in power-
ful Semantic Web languages, limited (but precise) descriptions in simpler formats 
might suffice in some cases. Whether or not Semantic Web languages are used, it is 
necessary to systematically examine which characteristics of business values are rele-
vant in various business strategies, build these characteristics into models, and support 
run-time monitoring of business values. Several interrelated issues without clear-cut 
answers should be considered for this modeling. Some of these issues are listed next.  

I.2. Monetization of non-financial business values. One such issue is whether to 
monetize non-financial business values, i.e., represent them with financial (monetary) 
estimates. An example is stating that the estimated value of 80% customer satisfaction 
is AU$1000 per day. Monetization is useful because it makes processing of business 
value information significantly easier. For example, if a decision is influenced by pre-
viously agreed contractual agreements, impact on customer satisfaction, and impact 
on market share, then monetization helps express all 3 factors in the same monetary 
units and perform calculations to determine the total (estimated) business value of dif-
ferent options. Monetization requires modeling information about used currencies, 
e.g., in ontologies. Irrespective of whether ontologies are used, there is a need for a 
link to up-to-date information about currency conversion. While monetization simpli-
fies processing, it also has caveats and is not always appropriate. Most importantly, it 



is very difficult to obtain precise estimates due to the randomness of involved proc-
esses. Point estimation (e.g., “$1000 per day” in the above example) is simple for 
processing, but does not capture important information about confidence in different 
estimates. Range estimation (e.g., “from $800 to $1200 per day with uniform prob-
ability distribution”) is more precise, but it is more difficult to process and introduces 
additional problems (e.g., determining probability distribution). Irrespective of which 
estimation type is used, estimates should be based on different inputs, such as expert 
opinions, simulations, historical information, context in various historical situations, 
and anticipated developments. Historical information about financial outcomes can be 
obtained from the accounting/billing subsystems present in many management infra-
structures. On the contrary, obtaining historical information and monitoring of non-
financial business values depends on the business value type and remains a challenge. 
(Business intelligence tools can help in this regard, but are not enough.) Additionally, 
determining which past situations have context similar to anticipated future situations 
can be very difficult. Furthermore, if more than one non-financial factor contributed 
to a past situation, differentiating between their impacts can be very difficult. For ex-
ample, if both customer satisfaction and market share (somewhat, but not completely, 
dependent on customer satisfaction) contributed to past financial outcomes, it might 
be difficult to estimate how customer satisfaction (on its own) impacts profit.  

I.3. Modeling of possible (but not certain) business values. There is another type of 
uncertainty, which affects both financial and non-financial business values. It is about 
probability that future events will happen. Namely, future events of relevance for 
business value modeling can be of (at least) two types: contractual agreements and 
possible future events. For the latter category (but under some circumstances also the 
former category), the probability of happening is not 100% and the business value 
model should enable specifying this probability. This probability can be used for rep-
resenting risks and trust. For example, a relationship could exist that “when Web ser-
vice X is replaced with a Web service that is 20% faster but 10% more expensive, 
there is 80% probability that average customer satisfaction will raise 5% relative to its 
current value, but there is also 20% probability that average customer satisfaction will 
fall 2% relative to its current value”. In many cases, a probability distribution function 
should be specified instead of one probability. Determining probabilities (and, par-
ticularly, probability distributions) is complicated. Mechanisms that could be used are 
similar to the above-mentioned mechanisms for monetary estimation of non-financial 
business values. For non-financial business values, determining probability of future 
events is additional to determining monetary estimates (if they are used). When both 
monetization estimates and occurrence probabilities are determined using historical 
information, distinguishing between them might also be complicated.  

I.4. Specifying time value of money. Time value of money affects modeling of both 
financial and monetized non-financial business values. Its example is that getting a 
$100 payment today is of higher worth than getting 10 monthly payments of $10, due 
to inflation and interest rates. Modeling of business values for autonomic business-
driven management should accommodate this phenomenon by keeping information 
about time when payments are to be made and interest/inflation rates, and by applying 
financial accounting formulas for calculating net present value of future payments.  

II. Modeling of business strategies that maximize business values. One of the main 
challenges for business-driven management of Web services (and other IT systems) is 



how to model diverse business strategies. In this paper we focus on aspects related to 
maximization of business values (e.g., “maximize profit”, “exceptional customer sat-
isfaction”). We examine scenarios when there are several options and business values 
associated with each option are summarized and compared to determine which option 
(only 1) produces the highest business value. In such scenarios, business strategies 
differ in how the comparison is made, which business values are considered in the 
comparison, and several other characteristics. While we do not consider here all pos-
sibilities (e.g., combining multiple options), we identify the main issues.  

II.1. Explicit description of characteristics of business strategies. This issue is 
analogous to Challenge I.1. For autonomic run-time processing, it is not enough to 
specify only names of business strategies or build into a modeling language a few 
business strategies with implicitly stated characteristics. Developing ontologies of 
business strategies is better, but their overhead should be acceptable. Some of the 
business strategy characteristics and issues to be considered are discussed next.  

II.2. Limiting temporal scope of relevant business values. We previously men-
tioned that we study how autonomic Web service management systems should choose 
between several available options. Here, an option is a group of actions to be taken 
(e.g., to correct the problem). Each of these actions is associated with zero, one, or 
more business values. These business values should be considered when options are 
compared. However, after the actions are undertaken, they cause further events that 
can have additional business values, these new events can cause further events (also 
associated with business values), and so on. For example, if a replacement of a Web 
service costs AU$10 but has 5% higher response time than the original Web service, 
this higher response time could raise overall Web service composition response time 
over a contractually guaranteed limit, causing payment of a penalty of AU$50. The 
business strategy model should specify how far in the future (in terms of elapsed time 
and/or chain of events) is relevant for comparison of options. Of course, the simplest 
approach is to consider only immediate consequences (AU$10 in the previous exam-
ple), but this is not always appropriate. Calculation of business values associated with 
future events can be complicated, particularly when these events have various prob-
abilities of occurrence. Some of the approaches that could be considered in this regard 
are discrete event simulation, dynamic programming and other operations research 
methods, and planning techniques from artificial intelligence.  

II.3. Calculating the overall business value of an option. When the overall business 
value of an option is calculated, one of the decisions is whether to use monetization to 
ease summation and comparison. Another decision is what to do with monetary 
amounts in different currencies. It is usually appropriate to convert them into a single 
currency at run-time, using up-to-date currency conversion information. Future pay-
ments are challenging in this regard, due to the uncertainty of future currency conver-
sion rates. In most cases it is appropriate to convert all future monetary amounts into 
net present value using standard formulas from financial accounting (but addressing 
fluctuation of currency conversion rates). After these preparatory activities, all busi-
ness values associated with a particular option should be summed. However, even 
when monetization is used, business strategy might state that some types of business 
value should be summed separately. For example, it can be appropriate to distinguish 
between contractually agreed financial business values and possible non-financial 
business values. This means that in many situations the overall business value is actu-



ally a set of summary business values with various characteristics. A business strategy 
might specify that some business value types (e.g., all that are not contractually 
agreed) are not of interest for calculating the overall business value. It could also 
specify that different business value types should be associated with different weights 
(e.g., that business values that are not contractually agreed should be multiplied with 
0.3). The experience from many areas showed that while weights are a powerful gen-
eral mechanism for combining amounts from different categories, they have a draw-
back that in practice it is often difficult to determine weights that are precise enough. 
Therefore, requiring specification of weights should be used with caution.  

II.4. Comparing overall business values of various options. After summary values 
for each option are determined, they should be compared to determine which option 
provides the highest business value. However, a business strategy might specify con-
straints that eliminate some options. A common constraint is cost limit. For example, 
there might be an option that brings profit of AU$500,000 after 1 year but requires 
paying total cost of AU$25,000 in the present. If there is a cost limit of AU$10,000 
(due to limited money presently available), this option should be eliminated. A busi-
ness value strategy could specify that only some business value types are to be used 
for comparison. It could also specify priorities of business values and conditions un-
der which lower priority business value types should be considered. For example, it 
could state that contractually agreed summary business values for all options should 
be compared first and then, if the difference between 2 (or more) best options is 
smaller than the AU$10 limit, all other business values associated with these “short-
listed” options should be added to determine the best option.  

4   Our Solutions in WS-Policy4MASC and the MASC Middleware 

WS-Policy4MASC [1] is a powerful general language for formal specification of 
various policies for management of Web services and their compositions. Its main ad-
vantage over similar languages (e.g., [5]) is detailed specification of functional and 
non-functional business values and business strategies for their maximization. It is a 
domain-independent extension of the Web Services Policy Framework (WS-Policy) 
[10], an industrial standard by W3C (World Wide Web Consortium). In WS-Policy, a 
policy is a collection of policy alternatives, each of which is a collection of policy as-
sertions. WS-PolicyAttachment defines generic mechanisms that associate a policy 
with subjects to which it applies, e.g., WSDL (Web Services Description Language) 
or WSBPEL (Web Services Business Process Execution Language) constructs. WS-
Policy4MASC extends WS-Policy by defining 5 new types of policy assertions:  
1. Goal policy assertions specify requirements and guarantees to be met in desired 

operation (e.g., response time of an activity has to be less than 1 second).  
2. Action policy assertions specify actions to take if certain conditions are met (e.g., a 

goal policy assertion was not satisfied). Example actions are removal, addition, re-
placement, skipping, and retrying of a sub-process or an activity (Web service).  

3. Utility policy assertions specify expressions for calculating financial and 
monetized non-financial business values assigned to particular situations (e.g., non-
satisfaction of a goal policy assertion, execution of an action, or another event).  



4. Probability policy assertions specify probabilities that particular situations will oc-
cur. They can be used for specification of trust (in various parties) and risks.  

5. Meta-policy assertions specify which action policy assertions are conflicting and 
which business value maximization conflict resolution strategies should be used.  

These 5 policy assertion types can be used as any other policy assertion in WS-Policy. 
Apart from them, WS-Policy4MASC defines a number of supporting constructs, in-
cluding definitions of: times when policy assertions should be evaluated (or executed, 
calculated), events, states, schedules, expressions; as well as references to external on-
tologies defining semantics (e.g., of QoS metrics). These supporting constructs spec-
ify details necessary for actual run-time Web service management activities and over-
come some of the limitations of WS-Policy (e.g., imprecise semantics of policy 
assertions’ effects on policy subjects). The precise definitions, meanings (semantics), 
and examples of these policy assertion types and supporting constructs were given in 
our past publications, e.g. [1] (This paper introduces some improvements, e.g., prob-
ability policy assertions.) We focus here on utility and meta-policy assertions, as well 
as the policy conflict resolution algorithm developed for the MASC middleware.  

A utility policy assertion specifies situations in which the policy assertion should 
be applied, the management party (performing calculation and accounting), the bene-
ficiary party (for which business values are calculated), and the list of one or more 
business values. Each business value contains an arithmetic-with-unit expression and 
a set of attributes and elements for business value characteristics (cf. Challenge I.1):  

− Arithmetic-with-unit expression: This element can contain variables (e.g., for rela-
tions such as PriceB=0.8*PriceA, pay-per-volume prices) and function calls. It is 
evaluated at run-time to produce one number with a currency unit. The sign (‘+’ or 
‘-‘) of this number determines whether the business value is a benefit or cost for 
the beneficiary party. Currency units can be associated with ontological definitions 
and linked to currency conversion services. All non-financial business values are 
represented with monetized point estimates (cf. Challenge I.2). We chose this for 
simplicity. Furthermore, it is also assumed that all future monetary values are al-
ready converted into their net present value (so Challenge I.4 is not addressed).  

− Attribute IsTangible: Whether a business value is financial (WS-Policy4MASC 
uses ‘tangible’) or non-financial (‘intangible’) is specified in this Boolean attribute.  

− Element IntangibleUtilities: This optional array element enables specifying which 
aspects (e.g., “customer satisfaction”) a non-financial business value represents. 
However, this information is currently used only for documentation purposes. It is 
not yet used in our business value maximization algorithms, to avoid difficulties in 
monetization that were discussed at the end of Challenge I.2.  

− Attribute PayingParty: This optional attribute specifies the paying party.  

− Attribute IsAgreed: If paying party is specified, this optional Boolean attribute 
specifies whether the business value is a contractual agreement or only a possibility 
(cf. Challenge 1.4). Absence of a paying party implies that the business value is a 
possibility (so the value of IsAgreed is irrelevant) and that the payer cannot be pin-
pointed. Note that the probability that an event will happen is specified in a prob-
ability policy assertion. For simplicity, a probability policy assertion specifies an 
arithmetic expression that results in a single number in the interval [0, 1] (e.g., 0.8).  

− Element RepeatPeriod: This optional arithmetic-with-unit element is used for re-
curring payments (e.g., subscription prices). By default, there is no recurrence.  



The above attributes classify business value types along 3 mutually orthogonal di-
mensions: i) financial or non-financial, ii) agreed or non-agreed, iii) benefit or cost. A 
business value type is a combination of 1 characteristic from each of these dimen-
sions, so there are 8 business value types (e.g., ‘non-financial non-agreed benefit’).  

An example is the business value where the arithmetic-with-unit expression con-
tains the constant “+AU$20” (the ‘+’ sign means that this is a benefit), IsTangble is 
“false”, IntangibleUtilities contains only “customer satisfaction”, PayingParty is 
empty (nil), IsAgreed is “false”, and RepeatPeriod is “1day”.  

Policy conflicts arise when there are several valid policy assertions that individu-
ally satisfy conditions for application in a particular situation, but for some reason 
these policy assertions should not be applied at the same time. In the example from 
Section 1, “use the expensive replacement Web Service” and “do nothing” are two 
conflicting options. Randomly choosing an option leads to non-determinism. Using 
implicit priorities (e.g., order in the policy repository) is better, but it is not flexible. 
Using explicit priorities is somewhat more flexible, but it opens issues of defining and 
assigning priority levels and what happens when priorities are equal. Most impor-
tantly, none of the mentioned approaches maximizes business value. The most flexi-
ble approach suggested in the past literature is to use meta-policies (policies about 
policies). We adopted this approach, but focused on maximization of business value.  

A WS-Policy4MASC meta-policy assertion references at least two conflicting ac-
tion policy assertions and one policy conflict resolution strategy. It also specifies the 
management party (calculating and making decisions) and the party for which busi-
ness value is examined (e.g., the provider). Elements and attributes of the policy con-
flict resolution strategy describe business strategy characteristics (cf. Challenge II.1).  

Our algorithm for policy conflict resolution to maximize business value is outlined 
in Fig. 1. It results in selection of only 1 “best” conflicting action policy assertion, but 
supports different conflict resolution strategies. Here, “best” means “highest business 
value, while meeting all constraints”. The strategies perform the algorithm steps dif-
ferently, depending on which combinations of above-mentioned business value types 
(e.g., ‘non-financial non-agreed ’) they use to determine the “best” option.  

STEP 1 determines relevant utility policy assertions. For simplicity, we adopted 
that only utility policy assertions directly associated with the actions listed in the con-
flicted action policy assertions are deemed relevant (cf. Challenge II.2). That is, our 
current implementation of the algorithm does not consider utility policy assertions as-
sociated with events triggered after these actions are executed. However, if some of 

1. For each conflicting action policy assertion (given in the meta-
policy assertion), determine the set of relevant utility policy as-
sertions, across all executed actions  

2. For each business value in each relevant utility policy assertion:  
a. calculate monetary amount and convert it to a common currency  
b. if the meta-policy assertion uses probabilities of occurrence, cal-

culate corresponding probability (given in a probability policy as-
sertions) and multiply the monetary amount with this probability  

3. For each conflicting action policy assertion, sum the results for all 
business values in all relevant utility policy assertions  

4. Eliminate summary results that do not satisfy constraints (e.g., cost 
limit), if any is specified in the meta-policy assertion  

5. Compare these summary results using rules from the meta-policy asser-
tion and select the action policy assertion with the highest sum  

Fig. 1. Algorithm for Policy Conflict Resolution to Maximize Business Value 



the relevant utility policy assertions contain recurring payments, these payments will 
be used, within the future period (e.g., 3 days) specified in the arithmetic-with-unit 
element TimeLimit. This period starts when the meta-policy assertion is evaluated.  

STEP 2 calculates monetary amount for each business value in each relevant utility 
policy assertion. The calculation first evaluates the arithmetic-with-unit expression 
and converts the result into the common currency (the CommonCurrency element). If 
Boolean attribute UseProbabilities is “true”, then this monetary amount is multiplied 
by corresponding probability of occurrence (cf. Challenge I.3). (Matching between 
utility and probability policy assertions is performed to find the corresponding ones.)  

STEP 3 performs summing of all business values relevant for each conflicting ac-
tion policy assertion. However, this is not a simple sum! The summary result for one 
action policy assertion is actually a set of 8 numbers – 1 number for each business 
value type (cf. Challenge II.3). That is, all ‘non-financial non-agreed benefit’ business 
values are added together, but separately from business values of any other type (e.g., 
‘financial non-agreed benefit’). All amounts are in the common currency.  

STEP 4 eliminates action policy assertions that do not satisfy constraints. In our 
current implementation of the algorithm only the cost limit constraint is used (cf. 
Challenge II.4). The element CostLimit contains an arithmetic-with-unit expression 
that produces the cost limit (it can be +infinity), converted into the common currency. 
For each action policy assertion, all 4 cost business values (i.e., ‘financial agreed 
cost’, ‘financial non-agreed cost’, etc.) in the summary result are added. It these costs 
are greater than the cost limit, this action policy assertion is eliminated. If all action 
policy assertions are eliminated, the system notifies human administrators.  

STEP 5 compares the remaining action policy assertions (cf. Challenges II.3 and 
II.4). All benefits and costs of the same other characteristics (e.g., ‘financial agreed’) 
are added. The Boolean attributes UseTangible, UseIntangible, UseAgreed, UseNon-

agreed determine what business value types will be used in the first phase of the com-
parison. (Some combinations are not allowed.) For example, if UseTangible and 
UseAgreed are “true”, while UseIntangible and UseNonagreed are “false”, only ‘fi-
nancial agreed’ benefits and cost are used. Then, the action policy assertions are 
ranked according to this sum. Next, tiebreaking limits in the arithmetic-with-unit ele-
ments TiebreakerLimitForTangibility and TiebreakerLimitForAgreability are calcu-
lated (in the common currency). Which tiebreaking is used first is determined by the 
Boolean attribute TangibilityBeforeAgreability (“true” means tangibility, i.e., finan-
cial/non-financial). All action policy assertions for which the distance to the top 
ranked one is less or equal the first tiebreaking limit are “short-listed” and if the 
“short list” contains more than 1 entry, additional business values (e.g., financial/non-
financial, if tangibility is the first tiebreaker) are added to them. Then, the second tie-
breaker is applied. If after the second tiebreaker, two or more action policy assertions 
have the same business value, explicit (and, if needed, implicit) priorities are applied.  

For example, “customer satisfaction” can be modeled with non-financial, non-
agreed, benefits and costs. To maximize customer satisfaction over 1 year, we set 
UseIntangible and UseNonagreed to “true”, UseTangible and UseAgreed to “false”, 
and TimeLimit to “1year”. To assure that total costs do not go over AU$1000, we set 
CostLimit to this amount. To consider all agreed payments before financial non-
agreed payments and to set this (first) tiebreaking limit to AU$100, we set Tangibili-
tyBeforeAgreability to “false” and TiebreakerLimitForAgreability to “AU$100”.  



5   Conclusion 

We strongly argue for business-driven autonomic management of Web services and 
business processes they implement. Such management should build upon, but go be-
yond, the past work on QoS management (including self-healing) based on technical 
metrics. In this paper, we discussed some challenges in the modeling of business val-
ues and corresponding business strategies. Many other challenges remain. We hope 
that the future work by the broader community will address these challenges.  

Our own modeling solutions in WS-Policy4MASC and the corresponding algo-
rithms offer original support for specifying both financial and non-financial business 
values and for business strategies maximizing them. We examined their usefulness on 
a set of realistic scenarios (e.g., a stock trading Web service composition containing 
about 10 Web services). We evaluated their feasibility by implementing them in the 
MASC Web service management middleware [9]. A MASC prototype was imple-
mented in C# and .NET 3.5. Operation of most modules in MASC is configured 
through WS-Policy4MASC policies that describe what (e.g., QoS metrics) to monitor, 
which control actions to take to reconfigure (self-heal) the composition, and which 
business value types to maximize when there are several possible courses of action.  

While we made some progress towards addressing the identified challenges, many 
open issues remain, both for our project and for the broader community. We are ex-
tending our solutions with modeling and processing of standard errors for estimates, 
and probability distributions. We plan work on discrete event simulation of a chain of 
actions, algorithms using the content of the attribute IntangibleUtilities, and algo-
rithms using weights to combine amounts from different business value types.  
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